L, 9 y00B 9 Jlwme 1 2l 50 Sl ©lyblre aon

T el ygaio
**"'i?l? Bl o 50

VEFANY o pdy ol VFeY/ AN bl s b

oS

cilie glo iy Jlail pblbolinl 5 (2b)> Jdig fo> 0js> 12 57 slocs)lid jl odliial i pins
o gyl sl 02,5 Jdo 0jp> ol (s> oty S (S 4 )y (opmlo Sliblro KU 4
£ owl ilisio dlul 45" buil I ol 33,5, o0 (G (61908 (sp0l Dbl ol 9D J15 dew i
Mo Moy s fo ol Ll 4 Wub/’:wum olis b Sdan (ol Sliblo
o) qeols boyi jloolicwl b b i)l (rw ji by Jsaxo (slodoliday o Cdél > flfdg
98> 4 o Corsy )l il L bdolday pl Joois opinS I, clibbro ] diwd
Solo 0pblo pogdo 4 Cond Cunl p5Y 49, M)'/.W/ZLK)J’/)?’LJL’[&W‘} lo, /{5 day
Jporo sloday (Fpis Cundy linS oo )5 by cov Yaase &5l ) (3b Sl ol
Onl oo g Omnl (Fos sloyly] g 5 Shbbe I e ol by egatss ol
5 S popatyd yidy MBS b LB dey 5 Shay b3 Job cSls bl
5 Aoy 2p) byl gy g0l Nigd (ob)))5 dly )y syt Glial b s Sligar
opieS g 5 2bpd pmibe opblio b bipe palie jopas s cElS ) yeas b
)/}JJL[w 4.%/[1 C&.u/o.))ﬁ/w “’().u&u u%bw 1] ‘;4[1/) J}Mo d/c(o.u d[bu.w.u}!
3 el cialer bl o3l 13 a3l 3ol Sl (Sip e 5 35330 2y ot v cslosly
Ohbbio jl diws ol 5i8)5 )18 iudsr cou sl |y dive o Fpds Cunhad Dbl suib I (LS )sbd,

bl p2],

1B jlgas
w2l ol SlLbbro diiw] by cLis] 4 Ay «pSiuno (Sl pinias o« Sty yia]i5]

.ol)._{l ‘OI){"" (g kb olKiisly «(B9a> 048l ‘)L:J;Jlb *
(J9iu...a a,\.:.u.gy) Ol el s S oSl (B9a> 0SSl ¢ g i8> (gommatily Hk
m_aghasijavid@sbu.ac.ir
Copyright: ©2024 by the authors. Submitted for possible open access publication under the
|@ @ terms and conditions of the Creative Commons Attribution (CC BY) license
(https://creativecommons.org/licenses/by/4.0/).
VWY



521, 9 yorbe Jiluwo 1ol ;3 G mlw O bl dow (V7 o) $ 0% 293 (6o 5 (galaidl (gl (sl gy dolilad

dodso

JBgdes Cato pdliaha o) 4 @by Ol 5 s pgb abpin sballs jl okl o9l
Tl alels 5 Se9pSI Jages Suisles wile | bl sladilols 5 Casl 003 Jise 2l
I3 oozl dyse Ll M) Sl boudse wlile 5 T35 plubis laalils
aS Wl et (6,500 ladilols & Wgd o du 1iS 0 & Jbopeyd babols pl 0y5 o
9 85 s ool 3)90 dgerme g (S S 5 b Gl g Wi Sl e85 4 3lae
e oy ey sl sloelobo & saor0 (St Sllas sl sl o )3k ripa
woles 53 g 390 aailobs 503 3 MBS 4 e Wlgs o Ll 51 Sopn 3 MBS daaslols le
2y JBg e 55 laibly (cladilols 5l odlitul ¢ plpls 5yl b4 oy BB oolasl o)l
s> JBgdes ) ) symles )bl plgie b ol 5l & Wgd o bl 5l ogi syl cage
Jato 5] g o> el 15 cojl by &yl bl I b Ll Jass S50 Sk
435 cdow dlag 5l oolil (5 pued 4 culed] g 5l 25 oS g panse Hlus (o3lail oo
g A3LIL e b Saen K03 sauil dol b0 Cguine LES S (ol g9yt ol
&5 ool @9 pogat)> (B CleMbl (395 (i )3 (2b)> srmbe Slble 08 5 porde
cledy copl 3 Blae )l 5L cpl 4 dgy9 4 (bled (( IM] Clbbre picren 5 &lyblw
2by? Slbbre live )l aen 5 Saon Sligss 9 Goi> g LU Oy 5 a5 el (5 IS
ol g (6 yobw Cliblbre by j18 (ibey cou iz sladis (0 (Bais Cuslad pic (pow o
pie oy v g e &l wlibbre pl slp 1y canlio (sldow by Alg5 W Sden &S Cowl
o Lite a8 Wes Sl s 518,85 (ool d calio @liged wiin pis g BB calis
ol 04 02,188 gSiune (sldow iy 13 &S Cuwl (g pmle Ol bl

)J—\JL\UL&I EPoe N icwwlio dlw Ty 45])] 9 o)Jobu &y U"I .)Lul sl quI)JLJ
0,bbre parie jl CALS &l peus U Conl atdly aw 5 ol idgh gy e Cunl 00 Jiue

a Jooro claow cla yiigr ) a8 amd Gl SVl ol 4 ¢l dew 9 Sl ( obyd s ymle

1. Bridge systems

2. Electronic Chart Display and Information System (ECDIS)
3. Automatic Identification Systems (AIS)

4. Global Positioning System (GPS)
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2. Mechanical/electronic failure

3. Cargo Handling Systems
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3. Antwerp

4. C Steinweg NV (Steinweg)

5. Notify Party
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1. Tettenborn, Andrew and Baris Soyer, Ship Operations: New Risks, Liabilities and Technologies
in the Maritime Sector, United Kingdom: Routledge, 2020, p. 120.
2. Ibid.
3. Maximum Indemnity Period
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5. Net profit plus Continuing fixed costs
6. Loss of Profit
7. Marano, Pierpaolo, loannis Rokas, and Peter Kochenburger. Dematerialized Insurance: Distance

Selling and Cyber Risks from an International Perspective. Switzerland: Springer International
Publishing. 2016. p 197.
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1. Reetz, Margaret A., Lauren B. Prunty, Gregory S. Mantych, and David J. Hommel, “Cyber Risks:
Evolving Threats, Emerging Coverages, and Ensuing Case Law”, Penn State Law Review. Vol. 122.
Issue 3. 2018. p.736.

2. Davit, Dadiani, Cyber-security and marine insurance, PhD diss. World Maritime University.
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Abstract

Expanding the use of new technologies in the field of maritime transportation
and the inevitable interconnection of different sectors has turned cyber risks into
one of the serious threats in this domain. Therefore, covering these risks by
insurance is assumed necessary. However, since different dimensions of this type
of risk are not very clear to insurers; they are hesitant to provide insurance
coverage for this type of risk and even try to exclude these risks from common
marine insurance by including specific conditions. This ambiguous situation also
affects the rights and decisions of insureds. Therefore, it is necessary to become
familiar with the concept of marine cyberattacks and damages that are usually
covered, the legal status of typical marine insurance covering this kind of the risks,
and the legal tools for determining and managing these risks in case they are
covered so that the insurer and the insured can more confidently enter into a
contractual relationship by learning more about their rights and obligations.
Consequently, this article has tried to provide a good basis for covering these risks
by providing legal certainty through a new analysis of existing marine insurance
legal institutions and the way that these institutions are used, with a descriptive and
analytical approach, while providing a comprehension of concepts related to
marine cyberattacks and examining the scope of common maritime insurance
coverage on cyber risks.
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