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1. Bridge systems 
2. Electronic Chart Display and Information System (ECDIS) 
3. Automatic Identification Systems (AIS) 
4. Global Positioning System (GPS) 
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2. Malicious code 
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1. International Maritime Organization (IMO) 
2. Guidelines on Maritime Cyber Risk Management, published by the International Maritime 
Organization (IMO) 
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1. Marano, Pierpaolo, and Kyriaki Noussia, InsurTech: A Legal and Regulatory View, Vol. 1. 
Switzerland: Springer. 2019. p. 170. 
2. Sözer, Bülent, Unmanned Ships and the Law, United Kingdom: Routledge, 2023, p.144. 
3. Warranty 
4. Ibid. p. 147. 
5. Armstrong, Dean., Shyam Thakerar, and Thomas Steward, Cyber Risks and Insurance: The 
Legal Principles, United Kingdom: Bloomsbury Professional. 2021. p.183. 
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1. Ibid, p.162. 
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1. De Maurier (Jewels) Ltd v. Bastion Insurance Co Ltd [1967] 2 Lloyd’s Rep 550. Donaldson, J, 
disregarding the technical meaning of the words, held that a car “owned by the insured” included cars 
held on hire-purchase by the company, as a reasonable assured not fully aware of the niceties of law 
would describe them as “the company cars”. Available at: https://www.i-
law.com/ilaw/doc/view.htm?id=146105 (last visited on: 23/05/2022). 
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1. Tettenborn, Andrew and Barış Soyer, Ship Operations: New Risks, Liabilities and Technologies 

in the Maritime Sector, United Kingdom: Routledge, 2020, p. 120. 
2. Ibid. 
3. Maximum Indemnity Period 

4 -�3\8� -!�"�� .[=C� D�1�,.x -27.  
5. Net profit plus Continuing fixed costs 
6. Loss of Profit 
7. Marano, Pierpaolo, Ioannis Rokas, and Peter Kochenburger. Dematerialized Insurance: Distance 
Selling and Cyber Risks from an International Perspective. Switzerland: Springer International 
Publishing. 2016. p 197. 
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Abstract 
Expanding the use of new technologies in the field of maritime transportation 

and the inevitable interconnection of different sectors has turned cyber risks into 
one of the serious threats in this domain. Therefore, covering these risks by 
insurance is assumed necessary. However, since different dimensions of this type 
of risk are not very clear to insurers; they are hesitant to provide insurance 
coverage for this type of risk and even try to exclude these risks from common 
marine insurance by including specific conditions. This ambiguous situation also 
affects the rights and decisions of insureds. Therefore, it is necessary to become 
familiar with the concept of marine cyberattacks and damages that are usually 
covered, the legal status of typical marine insurance covering this kind of the risks, 
and the legal tools for determining and managing these risks in case they are 
covered so that the insurer and the insured can more confidently enter into a 
contractual relationship by learning more about their rights and obligations. 
Consequently, this article has tried to provide a good basis for covering these risks 
by providing legal certainty through a new analysis of existing marine insurance 
legal institutions and the way that these institutions are used, with a descriptive and 
analytical approach, while providing a comprehension of concepts related to 
marine cyberattacks and examining the scope of common maritime insurance 
coverage on cyber risks. 
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Increase of Risk, Silent Insurance Coverage, Duty of Disclosure, Exclusion Clause, 

Marine Cyber Risk. 
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